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Introduction
One of the challenges that face the law courts dealing with criminal cases in the United States and other countries in the world is technological advancements, especially in the area of information technology. Today, communication companies collect a lot of data and the use of this data in helping the determination of cases in criminal courts remain to be under heavy debate since most of the laws and regulations were formulated before the technology had grown to the levels that they are in today. For this assignment, I chose to analyze the case of Carpenter v. United States (Carpenter v. US, 138 S. Ct. 2206, 585 U.S. 2018). This is one of the cases that touch on the issues of the fourth amendment regarding people’s right to privacy which protects people against unauthorized searches and seizures to ensure their security in person, material and security reasonable privacy. The fourth amendment states that “the right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized” (Kim, 2017)). This case involves a situation where the police, without a warrant or probable cause, obtained data from mobile carriers that showed the location and movement of Timothy Carpenter for a period of 127 days and used the information they found to convict Carpenter of robberies. Therefore, the main reason why I chose to discuss this case is that it sheds light on the limits of the fourth amendment and the challenges that the application of the fourth amendment is facing with regard to current technological advancements in information technology (Harris, 2017). The fourth amendment was drafted even before such technology had been developed and therefore, its application to criminal investigations and cases presents a challenge (Holster, 2018). Nevertheless, this does not mean that the fourth amendment is obsolete. It is still applicable and requires careful examination of the situation. The Carpenter v. United Sates is one of the cases that puts it to test. In my opinion, I think that indeed, just as the supreme court ruled, there was a violation of the fourth amendment in the access of the cell site information from the mobile carriers of Timothy Carpenter’s phone because the search was a fourth amendment search and it did not have a search warrant or probable cause.
Significance of this Case Ad Why I Chose to Discuss it
I selected to discuss this case because it is one of the cases that are categorized as landmark cases in the modern day. The case happened in the year 2010 and 2011 and this is recent. In the modern day, advancements in information technology has presented challenges of privacy. One of the privacy issues raised by technological advancements is the collection of data about people using their cell phone devices and using this information for various sources. These advancements are the main cause that explain why the Store Communication Data Act was put in place to ensure that such data can be used by government agents such as the police to help in criminal investigations. Carpenter v. United States is a case that is at the center of the controversies that exist between the fourth amendment that protects the rights of people to be secure against unreasonable searches ads seizures, and the Stored Communications Act. It is, therefore, worth discussing some of the issues that arise from the controversy that exists between these two laws and how these can potentially affect how criminal cases are determined in the United States of America, especially when they involve the acquisition of data from mobile service providers.
I also selected this case because of the fact that it presents a legal battle between very senior courts in the United States of America. The Sixth Circuit and the Supreme courts are among the higher courts and seeing how they debated the issue revolving around the acquisition and use of cell phone data is fascinating. Today, almost every person has a mobile phone with them and this means that mobile service providers collect various communication information which it stores for various developments in the industry as well as marketing of their products. However, it cannot be denied that the same data can also be accessed by the government through its various agencies for different purposes, one being criminal investigations by law enforcement agencies. Therefore, discussing the case of Carpenter v. United States provides insight into how issues involving the use of mobile phone information should be handled to avoid violating the provisions of the fourth amendment, particularly against unreasonable searches, and seizures (Harris, 2017). It should also be noted that despite the fact that mobile service providers collect this information, the law prohibits them from disclosing the information to third parties without the consent of the owners or in a manner that violates the privacy of a person.
Analysis of the Carpenter V. United States Case and The Fourth Amendment Law
In the year 2011, Detroit police obtained records from the cellular service provider of Mr. Timothy Carpenter showing the locations and movements of Carpenter’s cell phone (Wydra, Gorod & Frazelle, 2020). The data they obtained helped them to track Carpenter’s whereabouts for a period of about four months. Based partly on the information collected from the cellular service provider, the police convicted Carpenter for six robberies (Carpenter v. US, 138 S. Ct. 2206, 585 U.S. 2018). Carpenter appealed to the Sixth Circuit and the court of appeal ruled against him. Carpenter accused the government that they violated the fourth amendment by obtaining an examining data from his cellular provider without a warrant or probable cause. The court of appeal held that since Carpenter had shared the location of his phone with the cellular service provider, the information showing the location of his cellphone did not contain any reasonable privacy. Therefore, the court of appeal held that Carpenter had no reasonable expectation of privacy in cell phone location records (Wydra, Gorod & Frazelle, 2020). However, Carpenter did not give up. Instead, he asked the supreme court to hear the case to determine if there was a violation of the fourth amendment provisions or not.
The supreme court heard the case and determined that indeed, as Carpenter had argued, the government had violated Carpenter’s right to be secure in person, materials and effect which protects him against unreasonable searches and seizures unless there is a search warrant and probable cause to necessitate such search (Carpenter v. US, 138 S. Ct. 2206, 585 U.S. 2018). The supreme court, therefore, held that the government’s acquisition of Carpenter’s cell phone location and movement records constituted a fourth amendment search, and as such, the government officers, in this case, the Detroit police should have obtained a warrant first and should have ad a probable cause to conduct the search (Wydra, Gorod & Frazelle, 2020). That being the case, it followed that the information that was collected from the cellular service provider would not form part of the evidence against Carpenter since it was automatically categorized as a fruit of a poisonous tree. Evidence is termed as the fruit of a poisonous tree when it is obtained through means that violate the reasonable privacy of a person provided for in the laws of the United States of America.
This case is indeed a landmark case that offered direction on how the fourth amendment protects the privacy of people, especially this time when information technology is so advanced. Obtaining and use of cellular service provider information showing the location of Carpenter was indeed a violation of the fourth amendment. A keen look at the provisions of the fourth amendment showers that its framers were careful to limit and prevent too much access to private lives and private information of people by the government. Even though Carpenter has voluntarily shared the information with the cellular service provider, he did not authorize the service provider to share his information with third parties such as the police or other government agencies. Therefore, the sharing of his cell site information with the police severely violated his reasonable privacy and as such, the supreme court’s decision was correct.
If we examine the acts of Detroit police in this case, it shows that they lacked probable cause to warrant the search that they conducted. It is not clear what made them to target Mr. Timothy Carpenter in this kind of search. They did not have any warrant to obtain and examine the movements of Carpenter because doing so was an infringement of the reasonable privacy of Carpenter. The fourth amendment provides that the right of a person to be secure shall not be violated but upon the existence of a probable cause confirmed by oath and a warrant. But the police lacked a singe reason to conduct the search against Carpenter. In the process, they might have also examined a lot of other people’s data and this has negative implications on the safety and privacy of people. This case, therefore, raises both ethical and legal questions that exist in the acquisition and examination of private data of the U.S citizens by the government for criminal investigations. If police officers from Detroit were able to access this information citing the Stored Communications Act but without considering the fourth amendment, it means that there is a gap between the fourth amendment and the Stored Communications Act that needs to be reconsidered and resolved This is because the existence of such a loophole can be detrimental to the safety and privacy of the citizens of the United States given that cellular service information is collected widely across the country by service providers.
This case is therefore related to the topic of the fourth amendment against unreasonable searches and seizures, which should not be violated, and no Warrants should not be issued, but upon probable cause to a great extent. The main arguments in the case revolved around whether the government violated the fourth amendment by obtaining and examining cellular records showing movement and location of Carpenter over four months or not. This means that the tenets of the fourth amendment and specifically, the right against unreasonable searches and seizures was at the center of discussions in this case. The determination of both the Court of appeal and the supreme court revolved around the issues of the fourth amendment and as such, this case is related to the fourth amendment regulations. The supreme court made it very clear that the aim of the framers of the fourth amendment was to place obstacles in the way of a too permeating police surveillance like the one that Detroit police did.  In fact, the chief Justice Roberts was very clear in stating that the obligation of the court is to ensure that the scientific progress does not erode the protection of the fourth amendment (Carpenter v. US, 138 S. Ct. 2206, 585 U.S. 2018). This means that this court was cognizant of the dangers that the scientific progress, especially in information technology posed to the provisions of the fourth amendment protection (Guidry, 2019).
Conclusion
In conclusion, the Carpenter v. United States case provides light to the limits of the Stored Communications Act and shows how important it is to always take into consideration all laws whenever engaging in the prosecution of individuals, especially when their privacy is involved. This case provides insights on how future cases should be handled and also protects the US citizens from unlawful breach of privacy by the police through the cellular data collection (Carpenter v. US, 138 S. Ct. 2206, 585 U.S. 2018). From the time of the ruling of this case, it is clear that the police have to have a probable cause and a search warrant to engage in the collection of cellular cell-site information to help with their criminal investigations. In my opinion, I believe that the decision of the supreme court was correct and it gave clear guidelines that scientific progress cannot be allowed to erode the protections of the fourth amendment.
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